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Abstract -

Why does everyone think it is the network, when there
are so many other components that could cause
performance headaches. Learn how to quickly triage
your network (because we have everything
consolidated) so that you can confidently tell them — it
isn't my problem.




Agenda

Typical actions

How important is the network
= Plan

= Tools & Actions

= Q&A
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Typical Actions —y
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THE SECRET TO SUCCESS 15 KNOWING WHO TO BLAME FOR YOUR FAILURES.




Is this how you feel working on the network?
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Why Are Networks Important? e
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Data Transfers
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What’s Really Happening

Mainframe _
sysprog Network Admin
Applications N
pgmr - !
4
Windows SA

UNIX SA

It’s not my problem!
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No application is an island B




Mainframe IP network connections -y
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SLA errors —

= Silo availability
= .98 (mainframe) .75 (Unix) .70 (Windows)
= Response time (actual)

= .1(S1) +.2(S52) + .2 (DB) + .2 (combined network) + .2
(firewall) = .8 actual RT

= If outside the business network, you don‘t have the
internet hop times — that makes it worse



Plan

Know and Understand your * Customers”
Understand SLAs
Create a configuration diagram
= Applications
= Business Services
Document network connections VTAM, EE, TCP/IP,...
Understand Normal
Proactive Management
Automate




Your Customers

Internal/External

= Who are your customers?
= Keep customers happy

= Build the business

e
&
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Applications/Business Services
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Document Network Connections e
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Understand “Normal” —

Normal

« Usual — conforming to the usual behavior

- Healthy — values are reasonable and expected
.+ How long are connections usually up? ARE YOUNORTIAL;
- What is % busy normally? -
 What is the usual response time?
«  Which applications use which connections? be




Baselines

Compare “normal” (baselines) to current behavior.
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Understand “Normal”

———————————— TCP/IP TCP Application Activity List ——————————————-TCPIP3]
Command ===>» __ scroll ===> CSR
S=Traffic Statistics C(=Connections DT=Duration Times

address =0 ———————————— Connection Counts by Duration Time - —\—————————
Space 0_015 0O.15 0.55 15 105 1M 10mM 1H 10H =10H
AMY 0 1] 0 0 B P 1 2 3 0
ANTYWVO1 0 1] 1 2 2 0 0 0 0 0
AUET ISRV 0 L] 0 0 1 b 563 11 0 0
ASA0OBASE 1] O 4] 4] L] L0 ] 1 L] L4 ] 4]
ASA0OHPHA 0 4] 0 0 0 0 1 0 0 0
ASA0OHPO 0 L] 0 0 0 0 2 0 0 0
BATMID? 0 1 P 1 0 0 0 0 0 0
BAR3I100T 0 L] E 0 1 0 0 0 0 0
BELDOOS A 0 O > 0 2 0 0 0 0 0
EHASATIZ2 0 L] 0 0 1 1 0 2 0 0
EHAUNDO1 0 1 1 0 0 0 0 0 0 0
BERAMAIST 0 1] 0 0 1 0 1 0 0 0
E61AS3I]1 0 L] 2 B E 16 11 0 0 0
BE61lAS31S 0 O 0 0 1 L 0 L 0 0
CAJFOMLY4 0 1] 2 2 2 0 E 0 0 0
CAFSCPM 0 1] 1 1 0 5 3 2 0 0
CAJFS5TIFM 0 L1 ] 2 0 0 5 E 2 0 0
CATSNZ43 1] O 2 Fi L] L4 ] 4] L] L4 ] 4]
CCISSL 0 4] E 8 25 16 13 10 0 0
CCTISSL GW 0 1] E 0 0 P (33 4 10 0
CCITCP 0 1] 68 23 12 8 11 4 Fi 0
CCITCPGW 0 L] 0 0 0 0 0 0 0 0
CCITCP? 0 O L 0 0 5 6 6 1 0
CERRIO1=S 0 1 E 2 2 0 0 0 0 0
CHUSTOZ2F 0 1] 1 2 1 0 0 0 0 0
CTZMTI01 0 1] 0 5 4 0 0 0 0 0
CORMAZ1 0 E 34 11 2 0 0 0 0 0
CSNM3I0 0 O 24 13 4 1 0 L 0 0
CSOQZ2CHIN 0 1] 0 0 2 0 0 0 2z 0
CTUFTPOZ2 0 1] 0 2 0 0 0 0 0 0
CTUFTPO4 0 1] 1 1 2 0 0 0 0 0
DE?FWw 1] O F18 Q92 B0O4 1 4] L] L4 ] 4]
DEKDOO1 0 O 1 1 L L 0 L 0 0
DENMXBIV 0 1] 0 0 38 0 0 0 0 0
DENM17 0 L) 0 0 0 0 0 0 0 0




Understand “Normal” - Connection Durations. .-

Y

SHARE

Command ===»> _ Scroll ===» (SR
Remote Address ............ 138.42.4.66

Stack e e TCPIP31

TCP Connections Tutq] ..... 158

TCP Connections Active .... 4

---Conns Ended----

Duration Count
Time 154
< 0.01 Secs a0
0.1 Secs 1
0.5 Secs 0
| Secs ]
10 Secs 5
| Mins 16
10 Mins 25
| Hrs 13
10 Hrs 4

»10 Hrs 0



Application-to-Interface Correlation

DENM44 TCPySIP - Application Tra 1c Statistics

Command > scroll = CSR
Application HName ... TELNET
Stack Interface Bytes 104 100% ---10--20--20--40--50--60--70--80--90---
MNCPIP11-05A1 26 1M 54% I
TCPIP11-0O5A2 48 _.4M 46% ]
Indeterminate | IS = 1%

Application Traffic Statistics through stack: TCPIP11
Packets In Packets Out Bytes In Bytes Out

Time Stk% Amount Stk% Amount Stk%  Amount Stk% Amount

I-.-'I' .-:'I .-":"]’. H'1I EEEEE .':' t"ﬁ. E.-'"I"I[fl EEEEE '!H‘l. I.'I{}k EEEEE h‘l'f. IHH[JH HEEEE
12 .20 H5% i113] wemms H5% 1594 mwmmm f 3% 153k mwwmms B85%% 1796k mwmaws
.-:' I] HI':‘- Il"l-fl..? EEE . f’H"ﬁ. ;ﬁl"‘ HEEEE a"[:I“'. I"l:r:'I‘f HiEEEE r"‘l'f. I.FrHr'rI‘f HiEEE
.18 HE% {1/A0] wewms Hia'% iIH Y smmme Fil- 4 157k swmms Q7% 1917k sssss
17 B4% 178] sssss B2% 1704 sssms I 2% 1l6lk sssss BB%E 2079k sssss

[ 9
L]

I
1.
I

.
2.20 84% 15734 assas 83% 18095 esssss 73% 772Kk smuas 85% 9239k essas

I
12.15% JF0%% 1009 sew 6% 13101 seew 46% 527k mu= BI% 5524k mww
I.-} I“ i'lf'l-'-t- II"IIH . f'!-:lrtu IliH.u":-:' . EH“’I f‘l'lf'l-l‘f HEE . HI'A". .-’J.-'I.']k EEE
12 .05 1% 15691 memmw /4% 18213 mmmmwm 12% JF74k mmmms 84% 9937k mwmms
I.-:' 1"'“ Ei :t'-h |':|I"F| .l'r .. .."r'r"il I.."r'r.."l:l AEEEE ':3“'1 .." g{”‘f EEEE H.-"'f. Hﬁ.-" El‘f EEE
11.55 iP5 114844 memw H1X% 16450 swew 2% BElk mmwms b7/ 7608k mwmwm
II 1“ Ellrh I.-':""!"d HEEE J"!-:Irtl Il:l:l':'{}ll? HEE . H“"I ﬁ'l :“'f EEEE HI'.-I"I E.I"!"qk HE N
11.45 BHEYS 147//4 mumms 6HE5% 17238 semes 14% 725k swmas H0% B294k wwws
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Application-Aware Network Management

DENM- A TCP/SIP Application TraftTfic Stataist 12 .24 _24 TCPIFPL11
v & o scrall -
i i End —-——B¥Les——— ——-Stack®-— -—PacCcketrts-- —--StackX-
1Ccat1on T ime Im [BITR ILmn wi In Im
jartest 12.2% 10034 SFFZB 2% - 187 L 2%
L2 20 4% 1A 112k A% | - 5S4 a4 4 4%
| R 314171 57520 3 4 < 1% 400 40 3
1 _ 1d¥ 16406 HGBHBODE e o - 46} =T -] 1%
12 .0% 10839 I9464 1% « 195 20 o7 2%
L2 Dl 16094 GHGLLOE o - o - 4%k =T e 2%
11.5% 12171 49808 i - < 1% e 27 1%
LA .50 IS8 B9II? - - N - 4% 3 &3 2%
11.4% 28727 29968 1% = 1% 268 = T ] 1%
11 _A4d¥ 10527 IHGS? 1% - 1% 173 h ] 2%
13 : R 19laerF BS5720 1% = 1% L2244 205 1%
LA .30 481 34 134k 3 1% I ) HYS 45
Apol lo | ] N 0% 0% 0 0%
L2 20 {y i} e e 0 0%
12.1% ] N 0% 0% 0 0%
12 _ 1dF B i} - 1% (%% ra 1%
12 .0% ) N 0% 0% 0 0%
L2 Dl {y L - (% L] 0%
L1.5% ] i 0% 0% 0 0%
L1 .50 6145 i} - e 1LF*H 1%
11.4% B%7% Q%99 <= 1% o - 112 1%
L1 . 40¥ {y L e {3 L 0%
13 15 670 b e « 1% 1% 15 < 1%
L1 .20 1412 L < 1% (% e = 1%
12.2% 124 o e - [ 3 < 17
L2 20 756 18542 < 1% - 0B = 1%
12.1% ] i 0% 0% 0 0%
L2 . 1{¥ {y i} e e L 0%
| ) ' 0% 0% 0 0%
L2 (¥ Ll 3% e L 0%
L1.5%% {0 i} 0% 0% LN 0%
L1 .50 {y Ll e e 0 0%
1L1.4% ] i} 0% % LN 0%
L1 .40 {y Ll % e Ll 0
| 1% i ' 0% 0% 0 0%




Backlog Rejects

CSNM30------- TCP/IP Performance : Address Space Attribute LisSt - -————————- CA31
Command ===» _ scroll ===» (SR
Resource ID ......... CSNM30
Description ......... test
Current Alerts ...... 0

.=Expand-Collapse D=Samples S/=Summary H=Hours DL=Days W=Weeks UA=UpdAlrt

— Alerts Last
Qualifier/Attribute Open Tnt;% Samples Sample Value Type
- TCPIP31-TCP(2636) 0 36 16:-32
|- AsActiveByPort 0 4 16:32 0 GAUGE
-— AsBytesInByPort 0 4 16:32 0 COUNT
—— AsBytesOutByPort 0 4 16:32 0 COUNT
-— AsConnectsByPort 0 4 16:32 0 COUNT
B — BacklogByPort 0 4 16:32 0 GAUGE
~ BacklogRejectsByPort 0 4 16:32 0 COUNT
I— ListenerCount 0 4 16:32 1 GAUGE
— ListenerSEF 0 4 16:32 100 GAUGE
L PortStatus 0 4 16:32 LISTEN ENUM
L TCPIP31-TCP(3036) 0 36 16:-32
|- AsActiveByPort 0 4 16:32 0 GAUGE
—— AsBytesInByPort 0 4 16:32 0 COUNT
— AsBytesOutByPort 0 4 16:32 0 COUNT
-— AsConnectsByPort 0 4 16:32 0 COUNT
— BacklogByPort 0 4 16:32 0 GAUGE
— BacklogRejectsByPort 0 4 16:32 0 COUNT
I— ListenerCount 0 4 16:32 1 GAUGE
— ListenerSEF 0 4 16:32 100 GAUGE
L PortStatus 0 4 16:32 LISTEN ENUM
*+ * E“D'ﬂ"ﬂ'
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Backlog Rejects

Resource ID ......... CSNM30

Qualifier ........... TCPIP31-TCP(2636)

Attribute ID (Type) BacklogRejectsByPort (COUNTER)

Description ......... Connections rejected due to backlog exceeded
Total Alert Count ... 0O

Period .............. 41mins : Tue 20-Jul-2010 from 16:27 to 17:08

] Axis range 15 1 to 10.8, each 5 points 1is5 1
Sample Time Rate ----- 1--—-2--—-3-——4———_5———f-——-TF-————B-———-9———_10---

ek

(=)}

£

]
([ o o e o o e o e o
SO OOOOOOOOOO

** END**
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TCP Dropped Connections

CSNM3U---—————- TCP/IF Pertormance - 5Sample Hourly Rates Graph --------———-- CA31
Command ===» _ scroll ===» (SR

Resource ID ......... TCPIP21

Description ......... tcpip3l

Attribute ID (Type)  tcpDroppedConns (COUNTER)

Description ......... TCP connections dropped

Total Alert Count ... 0

Period .............. 2hrs 53mins : Tue 20-Jul-2010 from 13:19 to 16:12

Axis range is 1 to 1.08K each point is 20

Sample Time Rate ----- +----200--+----400--+----600--4+----800--4+----1K---

16:12 228.0 EEEEEEEEEE)

16:07 216.0 EEEEEEEEERD)

16:02 168.0 wswmmmmmm

15:57 204.0 ususnsmmmms O

15:52 228.0 sussssmmmms o

15:-47 217.0 ssssssssmss o

15:42 179.0 ssssssnmss o

15:37 120.0 susnms 4

15:34 5{]8_“ IIIIIIIIIIII{}IIIIIIIIIIII

15:32 0 0

15:32 294.{] IIIIIIIIIIII{}II

13:19 - 0

-I--I-END-ki-



TCP Connections

- Ferrormance :

Command ===> _ scroll ===» (SR
Resource ID ......... TCPIP31
Description ......... tcpip3l
Attribute ID (Type) ConTotalConnects (TOTAL)
Description ......... Connections for stack
Total Alert Count ... 0
Period .............. 2hrs 38mins : Tue 20-Jul-2010 from 13:19 to 15:57
Axis range 15 1 to 54K each point 1is 1K
Sample Time Rate ----- +----10K--+----20K--+----30K--+----40K--+----50K--
15:57 17K EEEEEEEEERSEEinEE
15:52 16K wemmmmmmmgiunfinn
15:47 17K snsmnsmenginnfinnn
15:42 18K EEEEEEEERSIEE(inEEE
15:37 18K wmsmmmmmmginnfimnns
15:34 OK wesmmmmEmg
15:32 4K wuunm o
15:32 15K EEEEEEEERS RN
13:19 - 9
* & ENDi‘i‘



Normal Patterns - Total IP, TCP and UDP = 8
traffic suane
Use Reporting structures

CA31026 Total P, TCP and UDP Trafic Last 14 Dags
Bytes (GB) . d

a0

0]

107

I | 1 | | | | | |
16 MAR 18 MaR: 20 MAR 12 MAR: 24 WAR 26 MAR. 29 MR
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Proactive Management — Part of the Plan B

Technology - Connections - Results

“He who fails to plan, plans to fail”

We. \\%& 2 ?\'ov\. |
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Proactive — Use TCP Metrics

CSHM30-———— ———— ——— ——— Stack IP Performance Metrics - Help - —————————— Page 2 of 5
Command ===

connections have made a direct transition to the
SYN-SENT or SYN-RCVWD states ftfrom the CLOSED state.

Connections - Passive Opens 1is the number of times TCP
connections have made a direct transition to the
SYN-SENT state from the CLOSED state.

Connections - Open Failures 1is the number of times TCP
connections have made a direct transition to the CLOSED
state from the SYN-SENT or SYN-RCVD states.

Connections - Dropped is the total number of TCP
connections dropped due to the following reasons:

- Retransmit threshold exceeded

- No response while sending window probe requests

— No response while sending keepalive probe requests

— FINWATTZ timer expiring prior to receiving FIN
segment

Segments - Sent is the number of TCP segments sent,
including those in current connections but excluding
those containing only retransmitted octets.

Segments - Sent with RST_F1aE is the number of TCP
segments sent that contain the RsST flag.-

Segments - Retransmitted is the number of TCOCP segments
sent that contain one or more previously transmitted
octets .

Segments - Received is the total number of segments

received, including those received in_error. This count
includes segments received on currently established
connections .

Segments - Received with Errors is the total number of




Automate

Alerts & Events
Problem Resolution
Reporting

Web publishing
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Automation & Alerting -

— g
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% Console - Introscope Workstation [ Admin@localhost:5001 =181 %

Workstation Daghboard  Properties  Yiewer Favorites  Help ——

board 1d Forwarding: Place Order Detai2 CREITD @_I_}M@TD!
125500 130500 131500 132500 133500 134500 i & » » Tmrangecl ’ Resohion| 30 seconds vJ d &

low: | Help

[ Forward inc. Place Order Detail G | wily

w-vmob-;,

View Users Impacted

Average Response Time (ms) Responses Per Interval
View Open Incidents
Thu 10/08/09 0107 PMThy 100809 01:2 Thu 1008109 0107 PMThu 100809 01:27 f
14.9%; 48 B SOA Performance
112K o
75K 2 0% S Suyd Mainframe Performance
37K 12 - St
o 0O
13:15:00 13:25.00 131000 131500 13:2000 13:25.00
cics Customerinfo Web Service
Average Response Time Responses Per Interval
Average Suspend Time [ (ps) Transaction Per Second
Thu 10/08/09 01:07 PMThu 100084 Tha 10/08/09 01:07 PMThu 10404
Th 10/08/09 01:07 PMThu 10080 | Thw 1008109 01:07 PMTha 10080 1. 2K e e 4 B0
K wa PR O g N s Py fgw
gﬁ . 13:15:00 13:25:00 13:1600 13:26:00
13:15.00 13:2500 13:15:00 13:2500

'O Rates Per Second Processor LPAR CP % Busy JDBc
Thu 10/08/08 01:07 PMThu 10/08X Thu 10/08/08 01:07 PMThu 10/0: Average Response Time Responses Per Interval
;§§ PO p— %i Ao AN AN Thu 10/08/09 01:07 PMThu 10/08X Thu 10/08/09 01:07 PMThu 10/0¢
: g T " 25 - . . |
T . 4 AL 5. SATR Ry (5 ‘
131500 132600 131500 132600 § % e

13:15:00 132500

Pt id bl 72\ NAAA S A PN abibe 1™ e o o ot B T A T N . e g T T T s



Implement Business-Centric Monitoring 1
/‘,;
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Subsystem Traffic Summary

System Name: lc,q31 -I

Execute |

mmary Results

Subsystem Charts

Subsystem Summary for CA31 DB2 Address Spaces CICS Address Spaces

mam DISTDIST - 404K 60%
SLGWDIST - 171K 25%

m ANMSCICS - 699K 82%

mmm CPG2DIST - 4500 <1%
o TCSVCICS - 68440 8%

ITCPDIST - 1286 <1%

= ihe s ==l o %
i = 2
m Z3IVDIST - 269 <1% _%OHCICS - 7240 <1%

IMS Address Spaces MQ Address Spaces

Wlcez - 671k =%
[lcics - 249K 11%
lims - 3325k 41%
MQ - 2019K 25%
Other - 1169K 15%

m 7NETWIMS - 3325K 100%

~Back to Top
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Planning for Growth

|~ TCP Traffic Growth

CA11 TCP Traffic by Server All Months
TCP Bytes (GB)

&007

4007

2007

AUG 2009 SEP 2009 QCT 2009 MOV 2009 DEC 2009

) CA11 TCP Connection Counts All Months
TCP Connections (k)

2,0007

&6,0007]

4,0007

2,0007

AUG 2009

SEP 2009 QCT 2009 MOV 2009 DEC 2009

~Show Table

Other

IBM Web
IBM Telnet
M

Mg

CB2

CICS

-

TCP Connection Duration

TCP Connections (k)

CA11 TCP Connections by Duration All Months

SHARE

Technology - Connections - Results

5,0007

&,0007]

4,0007]

z2,0007]

AUG 2009

TCP Connections {M)

SEP 2002 ©CT 2009 NOW 2009 DEC 2009

CA11 Distribution of TCP Connection Duration &ll Months

=1i0h
==10h
<=1h
“<=10m
<=1m
“<=10s
<=1z
«=0,50s
«=0,10s

<=0,01s

157

107

«=0.01z+=0.10:<=0.50s

~Show Table

<=1s <=10s <=1im <==10m <=1h <=10h

Connection Duration

>10h

SHARE inBostor




Avoid the blame B

Technology - Connections - Results

= Plan
= Know your business applications

= Understand the relation between the business and the
network

= Understand your SLAs
= Manage proactively
= Use tools effectively
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Additional Information

= 7688 Identifying and Solving Network Performance
Problems on the Mainframe and Beyond

= Cralg.Guess@ca.com
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